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ZeroPortal

The ZeroPortal is a central component for distributing virtual application packages and is
intended as a possible replacement for the Microsoft App-V Publishing Server. It enables the
efficient distribution, updating and management of virtualized applications in corporate
environments without having to install the applications on each client in the traditional way. In
addition, ZeroPortal offers functions for App-V reporting that extend the original potential of the
Microsoft App-V Publishing Server.

Why ZeroPortal?

e Centralized application deployment:
e ZeroPortal maintains a repository (package store) of all virtualized applications and
makes them available to end devices in zero time.
e Push and pull provisioning:
— Push mode: The server actively instructs clients to stream or install certain
applications.
— Pull mode: Clients retrieve the packages as required.
e Integration in Active Directory:
e Group Policy (GPO) policies can be used to control access permissions and deployment
rules per user/computer group.
e Versioning & updating:
o New versions of application packages are simply stored in ZeroAppServer; clients
recognize and load updates automatically or on schedule.
e Compatible with the Microsoft App-V Client PowerShell CmdLets

w

Restrictions

e No high availability in the current version (development from fall 2025)
e Notall functions 100% adopted yet. CmdLets and, for example, automatic transfer of AD
groups to new package versions are missing. Development from fall 2025.

Technical background

e MariaDB as embedded DB solution for each node (HA later via DB replication).
e Use of dotnet Core and open source libraries to enable later use under Linux or in
Docker.

What is zero app deployment?

Zero deployment time is achieved through the streaming principle of App-V and other
virtualization solutions. There is no need for a classic installation:

o Immediate launch capability:
Clients do not need to download the entire package in advance. Already loaded start
components are sufficient to start the application within seconds or it can be started
directly from the network.
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¢ Minimal waiting time:
Instead of a full file download and conventional installation (which often takes minutes),
users can start working with the app virtually immediately.

e Bandwidth optimization:
Only the parts that are actually needed are transferred at startup. The remaining package
content follows in the background, which protects the network and does not slow users
down.

e Scalability in the enterprise environment:
With large numbers of users or distributed locations, the server and network load
remains low as clients themselves control which parts they request and when.

¢ Fastrollouts & updates:
New versions can go live immediately. Clients start the new version immediately after
retrieving the metadata once, without the need for another full download.

Requirements

= MariaDB (alternatively MySql)
= Dotnet Core Asp.Net 8.x
= aspnetcore-runtime-8.x
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Installation of

Installation MariaDB or alternatively MySql

For the time being, installation is only possible under Windows.
Basic installation MariaDB (Version 11.x)

Download here:

https://mariadb.org/download

MariaDB Server Version

MariaDB Server 11.8.2 v

Display older releases: O
See the MariaDB 11.8.2 Release Notes and Changes and Improvements in MariaDB 11.8.

Operating System

Windows v

Architecture

x86_64 v
Package Type
MSI Package v

= Installation with standard parameters.

= Install as a service

= ATTENTION: Set and note the root password during installation. You can also create your
own accounts for the web application's DB if you do not want it to run under "root".

Note:

= Access is only possible from "Localhost", open the local firewall if necessary.
= Recommended antivirus exclusions:
MySQL main directory - <Drive>:\mysql\
MySQL Temporary Files - Uses the Windows system default, which is usually
C:\windows\temp\
= Test access to the DB with the enclosed tool "Heidi".

The following is the installation:
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https://mariadb.org/download/?t=mariadb&p=mariadb&r=11.8.2&os=windows&cpu=x86_64&pkg=msi&mirror=klaus2

"8 MariaDB 11.8 (x64) Setup = X

o

Custom Setup MO FIO D B A

Select the way you want features to be installed. server — i _Z/J

Click the icons in the tree below to change the way features will be installed.

3 Install server

- = - | Client Programs
b (=0 = | Banckup utiliies
3 - | Development components This feature requires 181ME on

=~ | Third party tools your hard drive. It has 3 of 3
e ) v| HeidisQL subfeatures selected. The
subfeatures require S0MBE on your
hard drive.
Location: C:\Program Files\MariaDB 11.8 Brawse. ..

Reset Disk Usage Back @ Cancel

Please set the root password and make a note of it. Theoretically ZeroPortal can also work
under a different user. Then an empty database must be created beforehand and also the
user account. We only allow local access, so it is probably not a serious security problem if
ZeroPortal runs directly under "root".

'__" User settings —
Default instance properties MO l’iO D B ../’f.:’
MariaDE 11.8 (x64) database configuration server _f/J

B Modify password for database user 'root’

New root password: §lesesss nter new root password
Confirm: aeeees Retype the password

M Enable access from remote machines for

— 'root’ user

[C] use UTF8 as default server's character set

Data directory |C:'~,Pr0gram Files\MariaDB 11.8\data), Browse. ..

Back MNext Cancel

"M Database settings -

Default instance properties MariaDB _./f.'.;?
MariaDB 11.8 (x54) database configuration Server = _‘J/‘

B Install as service

Service Name: [MariaDe

B Enable networking
TCP port: |3 306
Innodb engine settings
Buffer pool size: |?664 MEB
Page size: 16 KB

Itis installed with MariaDB HeidiSQL. This tool can be used later to check if the database
was created correctly!
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Datei
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8 Unnamed\ - HeidiSQL 12.10.0.7000

Bearbeiten Suchen Abfrage

Werkzeuge

= O P

Gehezu Hilfe

OHMOOEXP-m-ARAQ 4 LISE 5 B Ps

- Datenbankfilter 7 Tabellenfilter

I Unnamed Abfrage o

Datenbanken (4) % Variablen % Status P> Prozesse Jg) Kommandostatistik

Datenbank ~ Grafe Elem.. Letzt.. Tabel.. Views Funk.. Proze.. Trig

information_schema
mysql
performance_schema

sys

*

Filter: r_ Reguldrer Ausdruck

/* Reoding function definitions from C:\Progrom Files (x86)\Common Files\MarioDBShared\HeidiSQL\functions-marig
SHOW TABLES FROM ~“information_schema” ;

v_of Unnamed
» information_schema
» mysql
> performance_schema
> sys
9
1@
11 SHOW DATABASES;
12 S* Artiviere Sitzung "Unnamed” *7
13

/* Skaoliere Komponenten auf Bildschirm DPI: 108% =/

Installation Dotnet Core 8.0

@‘u’erbunden: | .l ManaDB 11.8.2 Betriebszeit: 00:04 h () Serverzeit: 1¢ (-) Leerlauf.

The download can be found at the following URL.

Download .NET 8.0 (Linux, macOS, and Windows) | .NET

You will need:

ASP.NET Core Runtime (x64)
DotNet Desktop Runtime (X64)

Alternatively, the hosting package can also be downloaded. Especially if the application is not
to run on the built-in web server but on the IIS. The hosting package is necessary.
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https://dotnet.microsoft.com/en-us/download/dotnet/8.0

Run apps - Runtime ©

ASP.NET Core Runtime 8.0.17

The ASP.NET Core Runtime enables you to run existing web/server applications. On
Windows, we recommend installing the Hosting Bundle, which includes the .NET

Runtime and IIS support.

IIS runtime support (ASP.NET Core Module v2)
18.0.25136.17
0s Installers Binaries

Linux Package manager instructions Arm32 | Arm32 Alpine | Arm64 |
Arm64 Alpine | x64 | x64 Alpine

macOS Armo4 | x64

Windows |x64 | x86 | Arm64 | Hosting Bundle x64 | x86 | Arm64
| winget instructions

.NET Desktop Runtime 8.0.17

The .NET Desktop Runtime enables you to run existing Windows desktop applications. This
release includes the .NET Runtime; you don't need to install it separately.

0s Installers Binaries

Windows x64 | x86 | Arm64 | winget instructions

After installing the runtimes, the ZeroPortal package is installed.

e aspnetcore-runtime-8.x.x-win-x64.exe - install with the default settings.
e |nstall windowsdesktop-runtime-8.x.x-win-x64.exe with the default settings.

Example of a dialog for the two installations.
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ﬁ Microsoft ASP.NET Core 8.0.17 - Shared Framework (x64)-Setup = X

NET Microsoft ASP.NET Core 8.0.17
' Shared Framework

Willkemmen beim Setup von Microsoft ASP.NET Core 8.0.17 - Shared Framework (x64).

Lizenzbedingungen und Datenschutzerkldrung far Microsoft ASP.MET Cere 8.0.17 - Shared Framework
(x64),

Ich stimme den Bedingungen des
Lizenzvertrags zu

'.,y‘lnstallieren SchlieBen

Installation MariaDB

ZeroPortal server installation

The installer is currently based on the PSADT and a self-extracting archive. Please install the
requirements first.

1. Start the file "ZeroPortallnstaller.exe"
2. Allfiles are first extracted to a temp folder

O Fero Portal Installer — X

#+ Press Install button to start extraction.

# Llse Browse button to select the destination folder fram
the folders tree. It can be also entered manually.

» [fthe destination folder does not exist, it will be created
automatically before extraction.

Destination folder

eroAppPortalDeployment! kS Browse. ..

Installation progress

Install Cancel

= ]

3. Then aninstaller based on the PowerShell Deployment Toolkit starts with admin rights.
4. ATTENTION: It may take some time from here. Please wait.
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5. Read the license terms and accept them if you want to install. The text is in German and
English.

ZeroAppsPortal licensing policy

(in English and German)

License and Evaluation Agreement for ZerofAppsPortal

EMGLISH
Evaluation License Agreement

1. Grant of License

Mick Infermationstechnik GmbH (d€celicensord€) hereby grants the Licensee a non-exclusive, non-transferable, royalty-
free license to use the software solely for evaluation purposes (d€ceEvaluation Licensed€). Any commercial or productive
use is strictly prohibited.

2. Reservation of Rights
All rights, including but not limited to copyright and intellectual property rights, remain solely with Mick
Informationstechnik GmbH, No ownership rights are transferred under this agreement.

3. Support
The Licensee acknowledges that any technical support is provided exclusively under a separate, paid support agreement,
There is no entitlement to free support.

4. Disclaimer of Warranty and Liability
The software is provided d€ceas isa€ without any warranty, express or implied. Nick Informationstechnik GmbH disclaims
all liability for any damages, direct or indirect, arising from the use or inability to use the software.

Zoom: Accept | | Cancel

6. ltwill beinstalled

F ZerohppsPortalServer Installer

0-ZEROPORTAL

‘ Installation in progress. Please wait...

7. When the installation is complete, you will receive further information:
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B " |nstallation Motice X

The installation is complete, Please start the configuration
b I %, tool on the desktop!

A file with the release notes opens!

Server configuration of the ZeroPortal server

The configuration is essentially done via the appsettings.json file under "C:\Program
Files\ZeroPortal". This is a slightly extended standard Microsoft Asp.net Core configuration file
for the integrated Krestel web server.

Start "ZeroPortalConfigTool" on the desktop or in the start menu.

1. Access data for the SQL server.
Normally only the root password needs to be entered here. A separate instance may also
work. Then specify the name of the DB. No other settings need to be changed.

EN ZeroPortal appsettings.json Config Tool = [m] X

Settings | Self-Signed Certificate | DB Install/Update | Autostart ZeroPortal Task | Admin Users

appsettings.json: C:\Program Files\ZeroPortal\appsettings.json

Protocol: http -
URL: http:/W11TWS05:8080

[] Open Firewall for inbound

Please use a FQDN in the format http(s)://hostname.domain if possible. If your computer is not joined to a domain, only the hostname will be used
Database Settings
Server; | Localhost Port: |3306 DBUser: |root Password: |*®*®******% DB Name: ’m—‘ in Ver, | 1043
Vo

Log Folder: CAWINDOWS\temp\ZeroPortalLogs\, ‘-"'.“‘_-____________
A ! 1
Save appsettingsjson | [ Reload : Root password or DB 1
I password i
e e

17:99:52 Loading JSON...
17:09:52 JSON loaded.
17:89:52 appsettings.json loaded and fields updated.

2. Save with "Save appsettings.json".

I
"ConnectionStrings™: {

"ZeroDB": "Server=Localhost;port=3306;User ID=root;Password=mypass;Database=Zero.DB"
Ir

N mmrmam+d Amn ot inao M. I

NICK INFORMATIONSTECHNIK GMBH



Make sure that the data in the json file corresponds to the change.

3. Recommended: Create a self-signed certificate or your own certificates. You can also
use a PFX certificate from your company CA.

EN ZeroPortal appsettings,json Config Tool - O X

Settings | Self-Signed Certificate | DB Install/Update | Autostart ZeroPortal Task | Admin Users

.

Create self-signed certificate (hostname + domain): 1 Check Domain FQ DN 1

‘__-_- o —————

Subject [CN): SRVO1.uran.local

Output Folder: C\Program Files\ZeroPortal\Certs Trsrze.,

PFX Password: wensese | Generate SelfSigned | F -
-
Import to trusted root certificates of the server ik = -

.: Set a password for |
I the private key I

i L, —————— -

Local import to
: "trusted rood"
I

-

17:28:18 Backup created: C:\Program Files\ZeroPortal\appsettings.json.28258784_172818.bak
17:28:19 appsettings.json updated: C:\Program Files\ZeroPortal\appsettings.json
17:28:19 tracesettings.json LogPath updated: C:\windows\temp‘ZeroPortallLogs\AppVDLL.log

17:28:19 Saved: C:\Program Files\ZeroPortal‘appsettings.json
17:28:19 Webshortcut auf Desktop erzeugt: C:\Users\Administrator.uran\Desktop\ZeroPortal.url

4. Seta password for the private key. Check the FQDN of the server. It is best to have the
certificate imported automatically.
Attention, this happens every time you click on "Generate SelfSigned". Certificates then
accumulate on the computer!

5. Thereis aresponse and the server automatically switches to https:

PFX Password: tesenes Generate SelfSigned

Irnport to trusted root certificates of the server

Created: CA\Program Files\ZeroPortal\Certs\5RV01.uran local.pfx
CRT: CAUsers\Administrator.uran\Desktop\SRV01.uran.local.crt (imported to Root)

6. A certificate without a private key is automatically created on the desktop when the Self
Signed certificate is generated (here SRVO1.uran.local.cer). This certificate must be
installed on the client side!

7. Now you have the possibility to adjust the server data and the port under which
ZeroPortal runs:
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ZeroPortal appsettings.json Config Tool

Settings | Self-Signed Certificate | DB Install/Update | Autostart ZeroPortal Task | Admin Users

appsettings,json: CAProgram Files\ZeroPortal\appsettings.json

Protocol: https

URL: https://SRV0Luran.loc I:8080| |

mpen Firewall for inbound

Please use a FQDN in the format http(

Cert Path (.pfx); CA\Program Files\ZercPortal\Certs\SRV01.uran.local.pfx Password: ssssnss

Database Settings
8. Save again with "Save":
EX ZeroPort n Config Too

Settings | Self-Signed Certificate | DB Install/Update | Autostart ZeroPortal Task | Admin Users
appsettings,json: CAProgram Files\ZeroPortal\appsettings.json
Protocol: https ~
URL: https://SRV01.uran.local:8080

[] Open Firewall for inbound

Please use a FQDN in the format http(s)://hostname.domain if possible. If your computer is not joined to a domain, only the hostname wi

Cert Path (,pfx): CAProgram Files\ZeroPortal\Certs\SRV01.uran.local.pfx Password: ssssses

Database Settings

Server,  |Localhost Port: 3308 DBUser: |root

Log Folder: Chwindows\temp\ZeroPortallogs',
I Save appsettings.json Reload

9. A'"ZeroPortal" shortcut with the server URL is created when saving on the desktop. If the
data is not correct, it is best to delete the icon once.

+ | Eigenschaften von ZeroPortal >

Algemein Webdokument  Sicherheit Details Vorgangerversionen

|J_j ZeroPartal
[

LIRL: htt 5://SEVO1 . uran. local 30 |

Tastenkombination: | Keine |

Besuche: Linbekannt

Anderes Symbaol...

In the Appsettings.json the data is entered as follows:
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"Kestrel™: {
"Endpoints™: {
"Hretps™: {
"Jrl™: "https://SEV0l.uran.local:8080",
"Certificate™: {
"Path": "C:;\\Program Files\M\ZeroPortal‘\\Certs\\SEVOl.uran.local.pfx",
"Password": "mypass+"

.

Create (or update) the database

To do this, click on "Create/Update Database" under "DB Install/Update".

E¥ ZeroPortal appsettings.json Config Tool

Settings | Self-Signed Certificate | DB Install/Update | Autostart ZeroPortal Task | Admin Users

Run ZDBInstallUpdate tool:

Create/Update Database

Executes ZDBInstallUpdate.exe and prints the result below

Please save your DB settings on the first tabl.

If all data is correctly stored in the connection configuration, we will receive a positive response.

Parsed server version: 11.8.2 "
Database 'Zero.Alpha.neu’ ensured existence.

Starting database migration...

Database migration completed successfully.

8 Unnamed\zero.alpha.neu', - HeidiSQL 12.10.0.7000 - O x
Datei Bearbeiten Suchen Abfrage Werkzeuge Gehezu Hilfe

i’"t‘l'ﬁ (& ﬁ'l":z.-_.? OHMOO U XP-u-MEQN # &

- Datenbankfilter |I" Tabellenfilter | I Unnamed Datenbank: zero.alpha.neu Abfrage o
v Unnamed Mame ~ Zeilen GréBe Erstellt
information_schema r appvapplication 0 32,0 KiB 2025-07-04 17~
mysgl r appvmoeduleconfigura... | |1 320KiB 2025-07-04 17
performance schema r appvpackageentitlem... 0 48,0 KiB 2025-07-04 17
- r appvpackagegroupen.. 0 320KiB 2025-07-04 17
R - r appvpackagegroupm... 0 64,0 KiB 2025-07-04 17
@ TS TIIl Lol r appvpackagegroups 0 48 0 KiB 2025-07-04 17
o iy - r appvpackageversions 0 T120KB | 2025-07-0417: y
"'"-_. - | VRPN Aime o I n A DD WVIE VT NA 1T
T--I---------------------Ii)
: Not a nice name! Take a better one. 1
i 1 -'? I
16 SHOW TABLE STATUS FROM "zl ZerDDB perhaps : 1 -
17 SHOW FUNCTION STATUS WHERHL m s s s e e s e s o i o o i o o o o o o s o
18 SHOW PROCEDURE STATUS WHERE “Db ™ ='zero.aslpha.neu';
19 SHOW TRIGGERS FROM ~“zero.alpha.neu” ;
28 SELECT *, EVENT_SCHEMA AS "Db”, EVENT_MAME A5 “Name™ FROM information_schema. EVENTS™ Wi,
zero.alpha.neu: 21 table (X)Verbunde _of MariaDB 11.8.2 Betrichszeit: 00:20 F (2) Serverzeil () Leerlauf.
| I Teckton
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Configuration of the admin group

Not everyone is allowed to administer! Create an AD group with people who are allowed to
administer the ZeroPortal.

O Active Directory Users and Computers — O X
File Action View Help

e HHE B Bz HE AaETE%

[ Active Directory Users and Computers [

s 7] Saved Queries
v _f_j uran.local

NI New Object - Group X

? —' Builtin % Createin:  uran.localfuran/Security Groups
» || Cemputers [
3 [2] Demain Controllers
» || ForeignSecurityPrincipals Group name:
» || Managed Service Accounts ZeroAdmins|
w~ |2 uran
3 Security Groups Group name (pre-Windows 2000):
» |2 Servers ZeroAdmins
2| Service Accounts
5 [&] Users Group scope Group type
>_ 2] Workstations () Domain local O security
> [ Users 0O Global (") Distribution
() Universal

Here this is the group "ZeroAdmins"

Add the users who are to administer:

Zerohdmins Properties ? x

General Members  Member Of Managed By

Members:
MName Active Directory Domain Services Folder
i!, Domanen-Admins uran local/Users

Enter the group with the domain in the last "Tab" and check with "Test". Then save again with
"Save appsettings.json". ReadOnly Admins are currently not implemented.
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EN ZeroPortal appsettings.json Config Tool

Settings | Self-Signed Certificate | DB Install/Update | Autostart ZeroPortal Task | Admin Users

Edit admin group permisgj ingsison)
Full Admins group: uranZerofAdmins

ReadOnly Admins group: |uraniZeroReadOnly

Test Full Admins group in AD | Group exists in Active Directory.

Only the Full Admins group is currently checked. The ReadOnly Admins group is not evaluated yet. Please enter valid Active Directory group names (e.g. DOMAIN
\GroupMName).

These settings are loaded and saved together with the main configuration on the first tab.

The entries are created under AccessGroups in the appsettings.json.

i
"AocessGroups™: {
"Fullhdmins": "uran\\Zeroldmins",

"Readlnlyhdmins": "uran\\ZeroReadOnly™

Automatic start of the ZeroPortal

Theoretically, the ZeroPortal can be started by starting ZeroPortal.exe. However, the start is
easier solved via a ScheduledTask. A function is stored in the configuration tool for this purpose.
The data is set automatically. We can create the task here but also delete it again. The log
directory is taken over and set by an output redirection.

If there are any problems, please take a look at the logs. Caution: The logs are partially
overwritten with a restart.

1. Create a scheduled task for the auto start
2. You can then test whether everything is working with "Start Task + Open Browser".
Otherwise the task will only start after a restart.

EN ZeroPortal appsettings.json Config Tool

Settings | Self-Signed Certificate | DB Install/Update | Autostart ZeroPortal Task | Admin Users

Windows Scheduled Task: ZeroPortal

Log Filename: |ZeroPortaILogs.Iog | Working Dir: C:\Program Files\ZeroPortal

Command Line: fc ""C\Program Files\ZeroPortal\zeroPortal.exe” > "Cwindows\temp\ZeroPortalLlegs\ZeroPortallegs.lo
| Delete Task |! Start Task + Open Browser | I

Task runs as SYSTEM at boot. Changing the log path here will update the command

This is stored like this:

/c ""C:\Program Files\ZeroPortal\zeroPortal.exe" >
"C:\windows\temp\ZeroPortalLogs\ZeroPortalLogs.log" 2>&1"

Default log directory: C:\windows\temp\ZeroPortalLogs\
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The server may still need to be added to the intranet sites. See the client installation.

@ Internet Properties z X

General Security Privacy Content Connections Programs Advanced

Select a zone to view or chan i ings.
Internet | ocal intranet Trusted sites

Local intranet

This zone is for all websites that are Sites
farimnd an e fnbranak

& Local intranet X

d You can add and remove websites from this zone. All websites in
this zone will use the zone's security settings.

Add this website to the zone:

| Add
Websites:

https://windev2302eval.uran.local I Remove
[ Require server verification (https:) for all sites in this zone

Furthermore, a new login is necessary if the administrative user has just been added to the
group of ZeroPortal administrators, as the Kerbero ticket is only updated with a new login.

The configuration tool can be closed. It is best to test the login from a dedicated system. First
edit the "Intranet Sites" and import the certificate.

NOTE: Do not forget to open the firewall for the ZeroPotal server port. This can be done
automatically in the configuration tool (checkbox in the first tab):

. e e

“— O &) https://srv01.uranlodqgl8080/Heckages
-me — -
Packages = Home Username: uran\Administrator ALIt'
AppVConnectionGroups

App-V Reporting
App-V Packages

/' Global Configuration

Copy €SV Excel PDF Print Column visibility ~

Configuration after installation

After installation, there are still a few things to configure. This can be done under "Global
Configuration". You can switch between different languages in the ZeroPortal.
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The shares under which packages are stored are specified under "Repositories”. We have the
option to search these paths later. For example, if you have \\SRV02\AppVShare$, this will be
entered there. It is best to test whether the share works.

Repositories [ \SRVD1\AppVShare ]

Under "LDAPServer" the login server. This can also be made highly available via NLB. For
example, via a Netscaler. This includes the port and whether it should communicate via LDAPs.

LDAPServer [ dc0l.u ran.local| ]
LDAPPort 389 Port 636 for 551 with UseSSL=true and certificate
LDAPUseSSL 0J STR_LDAPUseSSL

The LDAPBaseDN defines from which point (LDAP string) the ZeroPorttral searches your domain
for user accounts and groups.

LDAPBaseDN ] Base OU for LDAP search

[ dc=uran,dc=local

Now very important, ZeroPortal currently uses a proxy Unser to search the AD. This is
unfortunately somewhat insecure, as the password is also stored in the DB. The user should be
as restricted as possible. We will change this later so that either the computer account or a
service user takes over the search.

To do this, the LDAP string of the user must be specified. This can be read in the user object
when the extended functions of Active Directory users and computers are active.

NICK INFORMATIONSTECHNIK GMBH


file://///SRV02/AppVShare$

File Action View Help
= $| # [E Add/Remove Columns...

= A.CtiVE Direc Large lcons
> | saved Q Small Icons
W fﬂ uran.loc i
> [ Buit —
[ Cow = Detail

>
» (2] Dom

s B Fore Users, Contacts, Groups, and Computers as containers
>

W

7] Man Advanced Features

(2] uran Filter Options...
= ¢
y @ ¢ Customize..

» [2] Service Accounts ||

And read out in the attributes:

Bob Properties 7 x

Fublished Certfficates  Member Of  Password Replication  Dialin  Object
Security Environment Sessions
General Address Account Profile Telephones

Remote Desktop Services Profile COM+

Attributes:
Attribute Value
accountExpires {never)
badPassword Time (never)
badPwdCount 0
cn Baob
codePage 1]
countryCode 0
description Standard User
CM=Bob,0U=Users OU=uran,
i\
String Attribute Editor >

Attribute: distinguishedName

|
I CN=Bob 0 U=Users,0U=uran,DC=uran, DC=local|

Clear oK Cancel

oK Cancel Apply Help
LDAPQueryUser CN=Bob,0U=Users,0U=ui
Then enter Bob's password:
LDAPUserPassword The pass

Finally, the bin path of Mysqgl or Maria DB:

MySql Bin Path lc:\Users\administrator\D
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The version used in this document is:
C:\Program Files\MariaDB 11.8\bin
Finally save:

im} | - Global Configuration Zero Portal X “+

< G ) httpsy//srvD1.uranlocal:28080/Configuration

Packages

EMailNotifikations C
AppVConnectionGroups

¢ App-V Reporting SMTPServer

’ Global Configuration Repositories \\SRVO2\AppVShare$w
LDAPServer dc0l.uran.local
LDAPPort 389
LDAPUseSSL O
LDAPBaseDN dec=uran,dc=local
LDAPQueryUser CN=Bob,0U=Users,0U=u1
LDAPUserPassword

MySql Bin Path

C:\Program Files\MariaDE

ATTENTION: DC on Server 2025

From Windows Server 2025 LDAPS has become mandatory. Make sure you have a server
certificate on the DC with the appropriate subject. In this case, the ZeroPortal must be
converted to LDAPS.

Possible message in the log with "Strong Authentication":
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LDAPServer dc.uran.local

LDAPPort [ 636 h . ] Port 636 for S5L with UseSSL=true and certificate
LDAPUseSSL h STR_LDAPUSseSSL

ATTENTION:

The certificate on the DC must use a CN that corresponds to the FQDN (here "dc.uran.local"). In
later versions, "alternative names" and wildcard certificates should also be taken into account.

Creating the packet SMB share

The share for packages can be located on any server. Folders may be created in the share. A
share for "Everyone" is sufficient for a test environment.

Create a new folder locally or on a file server, e.g.
D:\AppVShare

or

C:\AppVContent

Set NTFS permissions
e Open the folder properties > Security tab.
¢ Recommended permissions:
o Read for:

= The computer or user accounts that should read App-V packages i.e.
domain computers, and domain users.

o Change for:

= Admins who are to upload/modify packages
Set up sharing

e Right-click on the folder > Properties

e Or:Inthe Share tab> Advanced Sharing
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AppVShare Properties X

General Sharng Securty Previous Versions Customize

Network File and Folder Sharing

AppVShare
Not Shared

Network Path:
Not Shared

Advanced Sharing
Set custom pemissions, create multiple shares, and set other
advanced sharing options.

®) Advanced Sharing...

Share name for the package share

e.g: AppVShare$
=>"$" to hide the share.

[]share this folder
Settings
Share name:
l AppVShares

Add Remove
e Permissions:
o Standard: Everyone = Read
In a German domain, "Everyone" = "Jeder" (everyone)

Share Pemmissions

Group or user names:

Jeder
Add... Bemove
Pemissions for Jeder Allow Deny
Full Control O O
Change | O
Read U

Place your packages in the folder. ZeroPortal supports further shares.
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Putty
sgavw13 wxp_de

WireShark

Administration Basics

Lrale rnuuieu

77372025 9:28 PM
7/3/2025 9:28 PM
7/3/2025 9:28 PM

Iype

File folder
File folder
File folder

For example, for testing, you can add a package under Packages with "AddOrUpgradePackage".

App-V Packages

#5 Packages

HH AppVConnectionGroups
¢ App-V Reporting <

/‘ Global Configuration O A Package

Showing 0 to 0 of 0 entries

AddOrUpgradePackages

Copy CSV Excel PDF Print Column visibility =

Version

Status Last Change

No data available in table

We can now browse the repository for the package.
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Add or Upgrade Packages

To import a package, specify a UNC or HTTP path. Separate multiple
files with semicolons.

Select Repository:

\\SRVO1\AppVShare$ v

\\SRVO1\AppVShare$ ||

B PaintDotMet_x64 5.0.6
Il PaintDotNetAddOn

Il putty
ImVLC_x64_3.0.18
B WinSCP_x86 6.1

Cancel

And add it with "Add Package"

Add or Upgrade Packages

To import a package, specify a UNC or HTTP path. Separate multiple
files with semicolons.

Select Repository:

\\SRVO1\AppVShare$ v

WSRVOL\AppVShare$\WinSCP_x86_6.1\WinSCP_x86_6

Add Package Cancel
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Add or Upgrade Packages %

To import a package, specify a UNC or HTTP path. Separate multiple
files with semicolons.

Select Repository:

WSRVO1\AppVYShares i

\WSRVO1\AppVShareS\WinSCP_x86_6.1\WinSCP_x86_6 Browse

Add Package Cancel

If something does not work, it is worth looking in the logs under
"C:\Windows\Temp\ZeroPortalLogs":

| fail: Microsoft.AspletCore.Diagnostics.ExceptionHandlerMiddleware[1]
1 An unhandled exception has occurred while executing the request.
System.ApplicationException: An internal server error has occurred. Please contact the system administrator.

---> System.DirectoryServices.Protocols.ldapException: The LDAP server is unavailable.
at System.DirectoryServices.Protocols.LldapConnection.Connect()
at System.DirectoryServices.Protocols.LldapConnection.SendRequestHelper(DirectoryRequest request, Int32& m

Zero Portal client configuration

Like the Microsoft Publishing Server, the ZeroPortal server is configured either via Group Policy or
PowerShell.

ATTENTION: In contrast to the Publishing Server, the port for publishing, reporting and
management always remains the same! Only a subordinate page is referred to.

Furthermore: Please always use an FQDN with server name and complete domain suffix! This is
required for Kerberos authentication and certificate management.

Install certificate on the client

Encrypted access to the ZeroPortal is not mandatory. However, we strongly recommend it for
security reasons!

For encrypted access to the ZeroPortal, we need a root certificate of the CA from which the
server certificate originates or, in the case of a self-signed certificate, a ".cer" file (without private
key). The configuration tool for the ZeroPortal generates such a file when a self-signed certificate
is created. Distribute this on the end device via a GPO or install it by double-clicking in the
trusted root certification authorities of the computer.
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wh Certificate X

General Details Certification Path

@g Certificate Information

This CA Root certificate is not trusted. To enable trust,
install this certificate in the Trusted Root Certification
Authorities store.

Issued to: windev2302eval.uran.local

Issued by: windev2302eval.uran.local

valid from 11/11/2024 to 11/11/2025

Install Certificate... | Issuer Statement

Store Location

() Current User

© Local Machine

Test in the browser. Use your own URL and port:

i) | - App-V Publishing Zero Portal X +

S O ([i] https://windev2302eval.uran.local: 7062
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e* Certificate Import Wizard

Certificate Store
Certificate stores are system areas where certificates are kept.

Windows can automatically select a certificate store, or you can specify a location for
the certificate.

() Automatically select the certificate store based on the type of certificate

© Place all certificates in the following store

| Trusted Root Certification Authorities Browse...

Receiving App-V packages
For App-V publishing, the ending "/appvpublishing" is added to the server address (with port).
https://<yourServer>:<YourPort>/appvpublishing

For the App-V group policies, this looks like the following screenshot
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Administrative Templates: Policy definitic e
| Control Panel ': Options: e
| Network —
| Printers = i
Server | Publishing Server Display Name
: L
| Start Menu and Taskbar ZeroServer g
v || System
Access-Denied Assistance Publishing Server URL
v App-V https:/f{yourServem:~:YourPort>,fappvpu
| CEIP ®
e Clobal Dublishing Befrach

https://I<yourServer>:<YourPort>/appvpublishing L

PowerManagement Global Publishing Refresh On Legoen
Publishin

. g False v re
Reporting Dé

PS C:\> Get-AppvPublishingServer

Id 1
SetByGroupPolicy : False

: AppV2025

: |https://windev23@2eval.uran.local:7062/appvpublishing
GlobalRefreshEnabled : Faise

GlobalRefreshOnLogon : False
GlobalRefreshInterval : 0
GlobalRefreshIntervalUnit : Day
UserRefreshEnabled : True
UserRefreshOnlLogon : True
UserRefreshInterval : 0
UserRefreshIntervalUnit : Day

Example with PowerShell:

PS C:\windows\system32> Enable-Appv
App-V was successfully enabled.
PS C:\windows\system32> Add-AppvPublishingServer ZeroPortalTest https://windev23@2eval .uran.local:7862/appvpublishing

Id : 1
SetByGroupPolicy : False

Name : ZeroPortalTest
URL : https://windev2382eval.uran.local:7862/appvpublishing
GlobalRefreshEnabled : False
GlobalRefreshOnLogon : False
GlobalRefreshInterval H )
GlobalRefreshIntervalUnit : Day
UserRefreshEnabled : True
UserRefreshOnLogon : True
UserRefreshInterval HC)
UserRefreshIntervalUnit : Day

Synchronize manually with PowerShell
Get-AppvPublishingServer | Sync-AppvPublishingServer

Query whether it has worked:
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PS C:\windows\system32> Get-AppvClientPackage

Packageld : baadl9ad-aab6-48ef-b213-3822c295e4fc
VersionId : 65a69de1-6268-4d6d-922F-53f987d18298
Name : mRemoteNG_x86_1.76.20

Note: There is no delay when a package is published in the ZeroPortal. It can be synchronized
immediately.

Reporting function with ZeroPortal
The App-V Reporting is also compatible with the Microsoft App-V Client CmdLets.

The extension "/AppVReportReceiver" is used here.
Url for the App-V Reporting:
https://<yourServer>:<YourPort>/AppVReportReceiver

The following is an example from an App-V client configuration (Get-AppvClientConfiguration):

eportingEnabled
eportingStartTime
eportingRandomDelay
eportingInterval

eportingServerURL http://192.168.1.102:8080/AppVReportReceiver
eportingDataCachelLimit
eportingDataBlockSize

Similarly, such a URL can also be used in the group policies.

Here is an example of the configuration. The synchronization interval can be configured or
forced with "Send-AppVClientReport".

PS C:\windows\system32> Set-AppvClientConfiguration https://windev23@2eval.uran.local:7862/AppVReportReceiver

Name SetByGroupPolicy

PS C:\windows\system32> Set-AppvClientConfiguration

WELES Value SetByGroupPolicy

ReportingEnabled

PS C:\windows\system32> Send-AppvClientReport
The Application Virtualization Client Report was sent successfully.

The result can look like this!
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& C 8] ‘windev2302eval.uran.local = a
825 Packages = Home Username: uran\Administrator Auth: NTLM ENEE K &
E AppVConnectionGroups

App-V Application Usage By User

¢ App-V Reporting 7

Dashboard Select Time and User

Packages . X
1Day v uran\administrator Submit [d

Application Usage

Launches By User

Usage Chart
Unused Applications
2.0
Configuration
1.8
/ Global Configuration 1.6
14
1.2
1.0
0.8
0.6
0.4
0.2
0
paint.net putty Inkview mRemoteNG

Necessary settings for Kerberos

The App-V client authenticates itself with Kerberos on the ZeroPortal. Here are some
requirements to fulfill. The url of the ZeroPortal server must be in the Trusted Sides.

This works via the "Internet Options" (in the start menu) or via a group policy:

7 Internet Options
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‘]‘ Internet Properties & X

General Security Privacy Content Connections Programs Advanced

Select a zone to view or chan i ings.
Internet | ocal intranet Trusted sites

Local intranet

Sit
This zone is for all websites that are L

frnnd an vnor inbronak

&® Local intranet X

% You can add and remove websites from this zone. All websites in
this zone will use the zone's security settings.

Add this website to the zone:
| Add

Websites:
https://windev2302eval.uran.local I Remove

[:] Require server verification (https:) for all sites in this zone

Close

Note: For this to work the same way, the user / administrator may have to log in once again so
that a new Kerbero ticket is issued.

< O 3)  https://windev2302eval.uran.local: 7062/Packages

B2 Packages = Home Username: uran\Ad ministrator Auth: Kerberos

AppVConnectionGroups

Please always use an FQDN. The settings in the "Trusted Sites" should be sufficient. In some
cases, at least with App-V publishing, it was necessary to tweak the security a little. We would
recommend the following and is not necessary for our environments.
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\ & Security Settings - Trusted Sites Zone X

General Security Privacy Content Connections Programs Advancec  Settings
(O Disable

Select a zone to view or change security settings. O Enable
= T | Enable XSS fiter

F 4 . .
ﬁ @ (O Disable
v |

-~ © Enable
Local intranet Trusted sites Restricted sites ='| Saripting of Java applets
(O Disable
Trusted sites = © Enable
This zone contains websites that you es () Prompt
- trust not to damage your computer or 82 User Authentication
your files. ) 2. Logon
(O Anonymous logon
Security level for this zone © Automatic logon only in Intranet zone

Allowed levels for this zone: All () Automatic logon with current user name and password

Medium Pty
- Prompts before downloading potentially unsafe _,a—’
— content oo TEEEEEEEEmmm—— = ':
- Unsigned Activg
i Notrecommended! |
l _____________________ Reset custom settings
Resetto:  Medium (default) Reset...
Custom level. ..
Reset all zones to default level oK Cancel

ZeroPortal PowerShell Module (Alpha)

The module is currently in a very early phase and still needs a lot of work!

Import module

Import-Module 'C:\Program Files\ZeroPortal\PoshModule\ZeroPortal.psd1' #Optional -
Force

PS C:\> import-Module

BaseUri set: https://appv@l.uran.local:8080/api/AppVPackaging

Ping to appv@l.uran.local successful.

HTTPS connection to https://appv@l.uran.local:8080 successful (Status: 200).
PS C:\> get-command ZeroPortal

Name i Source

Function Get-AppvZeroPortalCmdLetConfiguration . ZeroPortal
Function Get-AppvZeroPortalPackage . ZeroPortal
Function Get-OtherErrors c ZeroPortal
Function Import-AppvZeroPortalPackage . ZeroPortal
Function Remove-AppvZeroPortalPackage . ZeroPortal
Function Set-AppvZeroPortalCmdLetConfiguration . ZeroPortal

The CmdLets are still limited but it is enough to display and import App-V applications on the
server.
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Show all server packages
Get-AppvZeroPortalPackage *

PS C:\> Get-AppvZeroPortalPackage * | Select-Object

Name
sqavwl3_wxp_de
WireShark
WinSCP_x86_6.3.4

PS C:\> o

Import packages from a share

Get-Childitem \\appvOl.uran.local\appvshare$\*.appv -Recurse |
ForeEach-object { Import-AppvzeroPortalPackage -PackagePath $_ }

PS C:\> Get-ChildItem \\appvel.uran.local\appvshare$\*.appv | ForEach-Object { Import-AppvZeroPortalPackage

Message : Package imported successfully.
PackageGuid : @eb87000-1edc-46a6-93ea-f3a5af851efl
VersionGuid : 440b145d-ae46-4881-a5a3-08¢c115b86a783
Name : sqavwl3_wxp_de

Delete packages
Remove-AppvZeroPortalPackage

PS C:\> Get-AppvZeroPortalPackage * | Remove-AppvZeroPortalPackage

PackageGuid VersionGuid Message

00b87000-1edc-46a6-93ea-f3a5af851efl 440b145d-ae46-4881-a5a3-0¢c115b80a783 Package deleted successfully.
dabec7f4-2eae-4088-b99d-1547b749f19e c1414384-bacd-4398-b2db-a59daec28755 Package deleted successfully.
857639ef-ecc9-4224-9441-90fffa376a4f fd4e2873-1d07-416f-b932-76ddebe59e72 Package deleted successfully.
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Appendix

Troubleshooting

Logs
The logs under "C:\Windows\Temp\ZeroPortalLogs" contain a lot of information. You can also

start the ZeroPortal in the command line.

~oPortal”

;Databas ero.Alpha.neu

Applicat
o Mi ysoft.H

is invalid.
lid.
ential newCredential, Boolean needSe

Authentication problems with Server 2025

With DC Server 2025, everything must be switched to encryption. Unencrypted LDAP is no
longer possible! LDAPS is also recommended for older domain controllers!

LDAPServer dc.uran.local
LDAPPort 636 >ort 636 flir SSL mit useSSL=true und Zertifikat
LDAPUseSSL STR_LDAPUseSSL
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